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Security Analysis of Remote E-Voting 

Richard Ssekibuule 

In this paper, we analyze security considerations for a remote Internet voting system 
based on the system architecture of remote Internet voting. We examine whether it 
is feasible to successfully carry out remote electronic voting over the existing Internet 
infrastructure that conforms to the requirements of a public election process of; 
integrity, anonymity, confidentiality, and intractability. Using the Delov-Yao threat 
analysis model, we perform a threat analysis on the system and highlight limitations 
of existing solutions to mitigate these threats. We present suggestions on how to 
improve some of the proposed solutions in literature and we end with our opinion 
about technical feasibility of remote e-voting over the Internet and the future work.

1. Introduction
The Internet has transformed the way we live, interact, and carry out transactions. 
Traditionally, physical contact among parties in a business transaction was used 
to enhance trust. But in e-enabled service, trust is built based on algorithms that 
define authenticity of parties and maintain their confidentiality preferences as in 
the natural world. The advent of online shops like EBay, Froogle, and Yahoo, 
online educational programs, telemedicine among others have gone a long way 
in enforcing the belief that the future is “< >” i.e., most of human transactions 
can be carried out safely  at the click of a button.  Although the pioneers of online 
services have experienced problems as regards to security, privacy, anonymity, and 
usability, the large amounts of transactions that are being carried online (worth 
about 85 billion dollars annually for e-commerce only) [ 22] is a good indicator 
of how important the Internet is to the modern societies. To continue harnessing 
the possibilities that the Internet can offer to human societies, researchers have 
proposed a number of ways to implement online remote voting over the Internet 
so as to enhance democracy [1]. It is through democracy that liberty and freedoms 
are entrenched in the human societies which are vital components for economic 
prosperity.  

In this paper we use the phrase “Internet voting” to refer to electronic voting 
(e-voting) over the Internet. Unlike traditional voting systems in which voter 
choices and intentions are represented in form of a paper ballot or other means 
like a punch card, Internet voting uses electronic ballots that are used to transmit 
voters’ choices to electoral officials over the Internet. Internet voting can be can 
be categorized into three forms [1, 24] that are described below.

• Poll-site Internet voting; in this system, voters cast their ballots from a 
number of designated polling stations. The controlled physical environment 
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at the polling site offers more possibilities of managing some security 
risks. Poll-site Internet voting offers more convenience and efficiency than 
traditional voting systems.

• Kiosk Internet voting; is similar to poll-site, but voting machines are placed 
away from traditional voting locations and could be set up in convenient 
places like schools, libraries, and malls. Like poll-site voting, kiosk voting 
would make it possible to manage some security risks by controlling the 
physical environment.

• Remote Internet voting; this scheme allows voters to cast ballots from 
practically any where in the world as long as they have access to the 
Internet link. While this offers tremendous convenience, it also introduces 
several potential security risks because the physical voting environment is 
not controlled. Issues of intimidation, voter impersonation among other 
due arise. Figure 1 presents a generic remote Internet Voting architectural 
diagram.

Fig. 1: Internet Voting Architecture

            

The voters can cast their ballots using client computers that are connected to the 
Internet through Internet Service Providers (ISP) that link the client computers to 
voting servers. 

This paper focuses on the challenges of implementing a viable remote e-voting 
system. We discuss the different threats this system faces to deliver a credible 
election result and the current approaches to mitigate these threats. We presented 
the limitations to the proposed mitigation measures in literature and propose 
improvements on these schemes.  We voice our opinion weather remote e-voting 
can deliver a viable election result and discuss the cost benefit analysis of such an 
election. We end the paper with future research directions in e-voting systems.

The rest of the paper is organized as follows; in Section II we present basic 
requirements of a remote e-voting system and its components. In Section III, we 
present an analysis of threats to the remote e-voting.  In Section IV, we analyze the 
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proposed threat mitigation schemes in literature. In Section V, we give a summary 
of our analysis with suggestions of improving the proposed threat mitigation 
schemes in literature and Section VI presents concluding remarks and future 
research direction. 

2. Remote e-Voting System
Just like any other system, the remote e-voting system is made up of a number of 
components and has stringent requirements to meet. In the proceeding Subsections, 
we present the requirements and the building blocks of an e-voting system.

A. Requirements

Like the traditional voting system that ensures that only registered voters 
participate in the voting process, and that a voter can only cast one ballot, and 
that the vote is cast in privacy without unlawful influences and that the voting 
process is transparent to all interested parities. Remote e-voting systems are also 
expected to provide a platform of conducting a fair and transparent election. Based 
on Neumann et al. [2] work, we summarize e-voting system user and functional 
requirements in the proceeding Sections.
1) Ease	of	use
 For e-voting systems to again acceptance, the systems should be user friendly, 

i.e., requiring less time to learn and operate. Users naturally desire a new 
system to be more user-friendly than the one being replaced [27]. A system 
that is functionally sound but with poor usability can be a cause of errors (on 
the voter’s side) during and electoral process. Often times, system developers 
focus more on system functionalities and the expense of usability [27]. This 
for an e-voting system could lead to low voter turn and voters feel their time 
is precious to waste in learning a system that does not direct add value to their 
lives. 

2) Authentication
 Authentication is very important to maintaining overall security of the 

system. Strong authentication mechanisms have to be implemented to grant 
access to authorized users and to keep out intruders in order to maintain 
system accountability. Additionally, mutual authentication has to be provided 
to protect voters from providing their security credentials to rouge servers. 
Most of the cases in which phishing scams are successful occur because mutual 
authentication is not provided because users are not enabled to authenticate 
servers that they are connecting to [26].

3) Integrity
 The integrity of votes cast and the entire voting system hardware and software 

should be maintained. As stated by Roy et al. [3], the counting process of 
votes should produce reproducibly correct results. Integrity is an important 
requirement that requires servers and client computers being free of trapdoors 
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and any other forms of internal threats that could cast doubt on the safety of 
the voting system.

4) Voter	anonymity 
 Voters should be able to cast their votes without being traceable as is the case 

in traditional manual election process. The voting system should not link a 
cast vote to a voter [3, 18]. Failure of the voting system to provide anonymity 
would mean that interested parties could trace and know that someone did 
or did not vote for a given individual or policy. Such act would endanger the 
voters and compromised the fairness of the election results.

5) System	accountability
 The voting system should be transparent enough to allow accountability by 

interested parties in case of disputes [18]. Accountability is important for 
defusing disputes regarding voter complains which could involve wrongly 
registered votes or incorrect tallying. An audit trail that does not link a voter to 
a cast vote is desirable in case one wishes to know if their vote was counted.

6) Confidentiality of the vote
 The system should maintain the confidentiality of the votes during and after the 

voting process. This is very important to align any fear of votes tampering.

B. System components

1) Voters
 These are persons registered with the system, with the rights to participate in the 

election. They are a critical component of the remote e-voting system as most 
of the feasible security breach can occur at this level. Of course, these voters are 
expected to be humans who are registered and authorize to participate in the 
electoral process. 

2) System	administrators
 These are persons with the authority to operate the voting system. System 

administrators undertake tasks of installation, upgrade and application of 
security patches and have privileges to access both physically and logically all 
components of the voting systems except client computers. .

3) Client	computers
 These are end user terminals that are remotely connected to the voting servers 

over the Internet from which voters cast their votes. They run generic software’s 
and are highly vulnerable to logical attacks.

4) Network	infrastrature
 This is mainly comprised of communications media that connect the internet 

service providers (ISP) to the client computer, ISP gateways, interconnecting 
servers, layer three switches among others. The communications media consist 
of fiber networks, Ethernet cables, telephone lines, and wireless medium.
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5) Voting	server(s)
 Voting servers are part of the Trusted Computing Base (TCB) of the voting 

system. A trusted computing base is that part of the system that is responsible 
for enforcing security policies [25] they are strategically located in the system 
for faster access at low risk of compromise. Normally they are physically 
located is a secure environment at the election organizers premises.  

6) Voting	protocol 
 The voting protocol is another key element in the system. The protocol governs 

the logic that handles security of the ballots, registration of users, authentication 
of participating parties, verification of votes cast and vote counting. We can as 
well say that the voting protocol is the heart of the voting system, without 
which all the designs are fruitless. The remote e-voting system requires a voting 
protocol that can guarantee confidentiality, integrity, and authenticity of the 
votes. To our knowledge, the most complete protocol so far written but with 
no trace of implementation was designed by Indrajit and Indrkshi [4]. This 
protocol is largely based on the work of prominent researchers like David 
Chaum [21].

7) Voting	System	Software
 This is a crucial component of the voting system that has the actual 

implementation of the voting protocol and services that are needed in the voting 
process. Apart from software that exists in the network devices like routers and 
switches, other software components on both the client and server side have 
to be customary developed for the voting process. Usually, a large component 
of the voting system is executed from the server side and a thin client made 
available via network connections to clients. A secure communication between 
the client and server software is always expected to be provided to keep out 
adversaries.  

3. Threat Analysis 
In the following sections we present threats to the remote e-voting system. The 
threat can be categorized into: technical and social depending on the schemes of 
attacks and target components.

A.  Trapdoors

This is a technical threat and previous research work by Roy et al. [3] has 
highlighted the danger of maintaining trapdoors. Software developers and system 
administrators usually create accounts that are usually not known to normal system 
operators (trapdoors). These accounts are used for trouble shooting purpose and 
at times for achieving personal goals. However, skilled hackers also obtain these 
accounts and even create other trapdoors which are more difficult to close or 
detect for their future use. Trapdoors can exist in any software that runs on a 
computing device. The software can be a web browser, web server, application 
server, word processor, a favorite screensaver among others. 
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B. Virus attacks

Protection against virus attacks is not a trivial in a large election in which voters 
use their home computers to cast their votes. It is very hard to ensure that users 
do not have viruses on their computers that could do something unexpected in 
the polling day. Most of the attacks on computer vulnerabilities are very stealth 
and sophisticated for an average computer user to predict or detect. The most 
notable user exploits are those that attack email clients like Microsoft Outlook 
and Outlook Express. Some of these viruses don’t require the user to open an 
attachment or an email in order to infect his/her computer. In Outlook Express, 
a virus can activate even if the e-mail is only viewed through the Preview Panel 
[6]. Attacks during a major election are expected to be more subtle than the more 
famous script kiddies’ attacks. Probably people who write script-kiddies maybe 
the ones involved for malicious intent. A nation wide election in any country is 
most likely to attract the attention of state enemies who may be willing to invest 
enough resources to employ highly skilled crackers to sabotage the voting process. 
This is a technical threat as well. 

C. Phishing scams

Through social engineering and intimidation, eligible voters can be led into giving 
away their security credentials to criminals who might want to influence the 
outcome of the voting process. Some phishing scams deploy rogue websites that 
appear like genuine ones and are used by attackers to get credentials illegally from 
voters. This threat can be classified as either technical or social depending on the 
mechanism of attack used. When software is used to confuse the user into thinking 
that the presented interface is genuine, then a technical phishing scam is said to be 
used. On another hand, voters can be conned by individuals into giving away their 
voting credentials; in which case a social phishing scam is said to be used. 

D. Compromise of voter’s privacy 

System designs that keep audit trails of the voting process (that can later be used 
to link voters to their votes) are a source of compromise to voter’s privacy. If this 
is done, voters who are sensitive to their privacy can choose to abstain from the 
voting process for fear of their safety, hence influencing the electoral system. 

E. Subverting System Accountability and Integrity

Though subverting system accountability is non-trivial for a well designed remote 
e-voting system, it still remains a threat for especially from internal organizational 
administrators who may take advantage of their system privileges and tamper with 
audit trails of the system. An attack on system accountability could be launched 
from the client software, where by a supposedly cast vote is either dropped or 
registered with changed voter intention and then tallied on the server side in 
accordance to the desires of the intruder. Additionally, the tallying process on the 
server side of the voting system can also be tampered with to favor given subject 
or candidate.
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F. Compromise of client computers

Current research [7] has revealed that there are wider spread and reported 
vulnerabilities in Windows systems compared to other operating systems like 
UNIX, Linux, and MacOS. Almost all internet applications on Windows operating 
system (OS) have at one time contained security vulnerability. The continued 
discovery of buffer overflows in several windows systems including most internet 
applications is quite a big problem. This causes a big threat to remote voting over 
the internet, since above 90% of internet users are running windows operating 
systems.

Most of these flaws are known to cracker communities and can be easily 
exploited in a public election to interfere with the voting process in various ways 
(DDOS being the most likely) [8]. Since most people use windows systems with 
popular applications like e-mail clients, chat tools, office suites, document views 
like Adobe and others, a group of people from these companies can easily install 
a backdoor or a Trojan-horse inform of an update which can go quite unnoticed 
to many people as illustrated by Ken Thompson [9]. The effect of such subversion 
could render client computers unusable for a while during an election day, or 
redirecting them to dummy web server.

4 Analysis of Proposed Mitigation Schemes
In an effort to mitigate the above mentioned threats, researchers have proposed 
a number of mitigation controls and in the following paragraphs we summarize 
some.

A. Solution to mitigate authenticity 

In literature [16, 18], researchers have suggested that physical and logical access to 
the voting systems should be based on credential and rights granted either on role 
based or need to know policy. Voters and administrators must gain access with 
nontrivial authentication mechanisms that may require use of smartcards [26] for 
stronger security. However, some authentications schemes which offer a strong 
authentication require either a user to memorize complex credentials or they are 
technically expensive in monetary and privacy terms. This is because users may be 
required to buy end user authentication devices like cryptographic calculators and 
biometric readers; additionally, transfer of biometric data over public networks 
raises privacy concerns on the side of users.

B. Virus attacks

Research indicates that sensitizing users into knowing the dangers of keeping 
update versions of software and being careful on the type of software they install 
on their computers can tremendous reduce the risks [7]. Though most antivirus 
software is commercial, there are also non commercial versions of software that 
voters could use before a voting process to ensure that their computers are free of 
viruses. However, these problems cannot be easily solved for all client computers 
participating in an election where people are voting from their homes. 
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C. Solution to Phishing Scams

Social phishing scams can be prevented through educating of people with detailed 
information of various means through which they (voters) can be exploited [13, 
18]. However, this requires that the educators themselves keep updated with 
current methods of exploitation. Otherwise, the taught methods of attack and 
defense for the voters could be out dated and could still leave the voters vulnerable 
to social phishing scams. More importantly, technical phishing scams are more 
dangerous that social ones, since their effect can be easily wide spread in an election 
process. However, the solution equally solves the problem on a wide scale. Strong 
authentication is required in the voting system by means of mutual authentication. 
Mutual authentication schemes require the clients to be authenticated to the server 
software, and the server software also authenticated to the client. In that way, 
voters protected from technical phishing scams.

D. Solution to integrity threats 

System changes must be prohibited throughout the active stages of the election 
process. Voting systems need to be verified by independent non partisan bodies 
that will look at the source code and verify that it does exactly what it was designed 
to do. The use of cryptography exchange of messages can guarantee integrity 
of information exchange. Indrajit and Indrkshi [4] developed an algorithm that 
protects voters’ votes by use of cryptographic keys, in which it is not possible to 
link a voter to a vote unless the voter has cooperated. The requirements of vote 
secrecy and voter anonymity has not been a problem in itself, but achieving both 
of them (secrecy and voter anonymity) at the same time has been a problem to 
vote accountability and dispute resolution after voting process.

E. Subverting system accountability (voting server)

Although in some literature[2, 18], researchers have advocated for use of encryption 
and checksums on audit trails to help in detecting changes to file system audit 
trails,  additional use of audited open systems code on the server environment can 
also minimize the risks of running source code with undesirable side effects [23].

F. Network infrastructure

Through redundancy, use of cryptograph, and the concept of honey spots, attacks 
on network infrastructure can be minimized.  However, we note that it is fairly 
difficult to prevent some attacks along the communication channels like Denial of 
service (DDOS) [8]. 

G. Legal Protection

Attacks on mission critical systems in countries like the USA, UK and Brazil are 
being handled as criminal cases [11], [12] for which culprits have to be prosecuted. 
The act of hackers/crackers gaining unauthorized access to computer system can 
be compared to someone breaking into a house as a means of checking whether it 
is secure.
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 Microsoft is also putting a lead in this pursuit with over 100 law suits outside 
the USA [13] and it serves to protect electronic systems in the same way the law 
protects houses from bugler attacks. Without legal prosecution, then many attacks 
on systems will continue to be tried out and eventually some will succeed. This 
behavior has to be controlled legally, so that security checks can only be done 
by legally accepted organizations such as certified security organizations, but not 
any underground team of hackers who might have malicious and personal goals. 
Of course some sophisticated attacks can go unnoticed and other non-traceable 
attackers could launch successful attacks without being punished for their wrong 
doings. This is why security of a system cannot be left to legal protection and 
prosecution alone. System stake owners need to do all they can to keep the voting 
system technically sound.

H. Open Source Systems in Electronic voting

In literature [9, 14, 15] a concept of using open source systems for e-voting has 
been proposed. The debate rages on whether it is a good idea to have open source 
systems powering electronic voting over the Internet or not? The question of 
whether open source systems can be trusted more than closed source systems still 
stands? A  Ken Thompson in his paper entitled “Reflections on Trusting Trust” 
indicates you can’t trust code that you did not totally create yourself [9]. The 
paper by Ken presents and ingenious piece of code which can be used to create 
another program from itself in a way that is not easy to detect my non sharp-eyed 
programmer. Software written in a similar comportment can be used to introduce 
trap and back doors in an application.

The question of trust cannot certainly be left unanswered for an important 
democratic exercise like voting. People need be assured that there are no uncertainties 
regarding security for the systems that has been deployed. Experience from exposed 
vulnerabilities in closed source system has showed that closed systems cannot be 
thought of as being more secure than open systems. The most common example 
is of windows operating systems, where much vulnerability have been uncover 
by independent security experts working without access to the source code. This 
is not to suggest that open source systems are bullet proof, it rather shows that 
vulnerabilities can uncovered or even easily exploited in closed systems.

Bruce Schneider author of Practical Cryptography and one of the foremost 
experts on cryptography explains in his article on voting systems [14], that security 
is almost always in the details of the rest of the system; where by a secure system 
is only as strong as its weakest link. The biggest weakness of these companies 
(that keep closed source) is the need to keep the source code secure in order to 
keep the system secure. The analysis by Tadayoshi et al [15] provides an example 
of how vulnerabilities can be discovered in source code by someone who is not 
the author of that source code. In the analysis done February 2004, on AccuVote-
TS electronic voting system, lots of problems, including unauthorized privilege 
escalation, incorrect use of cryptography, vulnerabilities to network threats, and 
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poor software development processes were identified. It was also discovered in 
the analysis done on AccuVote-TS voting system by Tadayoshi et al [15] that 
without any insider privileges, voters could cast an unlimited number of votes 
without being detected by any mechanism within the voting terminal software. 
In the AccuVote-TS systems, smartcards were not performing any cryptographic 
operations, giving way for forged smartcards to authenticate themselves. The 
system was found so insecure that even ballot definitions could be changed and 
even voting results modified by persons with forged credentials. 

We note that most developers may know what is required to be done, but 
because of project time demands and sometimes because they do not have many 
people watching what type of code they are writing, many of them end up coding in 
undesirable styles leaving behind undocumented features. Open source developers 
are always aware that many people will be reviewing their code so developers do 
their best to have the best output.

5. Analysis Summary
Our study of remote e-voting has revealed quite a number of important critical 
issues that are summarized in this section. A trusted computing base (TCB) is a 
primary requirement for secure electronic voting over the Internet but building 
one is one fundamental challenge researchers are still facing. 

Internet voting system cannot guarantee security to users voting from their 
computers operating in an insecure environment. The presence of viruses, untrusted 
user computer applications from various vendors and phishing scams, renders 
client computers vulnerable to thousands of attacks. More expensive measures can 
be taken by providing voters with cryptographic calculators and smart cards to 
provide an improved security to the client side of the TCB. However, problems 
concerning more subtle attacks like Distributed Denial of service (DOS) [8] attacks 
do not have a solid solution yet.  Also, fundamental and original design flaws in 
Internet protocols can create an open door for quite a large number of security 
exploits.

DNS spoofing is a security threat that involves voters being redirected to a 
different server from a genuine one. This attack can have several impacts on the 
results of an election. Voters could be made to think that they are voting for the 
correct person among the candidates, yet they are voting for a dummy candidate. 
DNS spoofing that targets demographics that are known to vote for a particular 
party or candidate can negatively impact on the results of their total votes. 

Buffer overflows can be exploited in poorly designed systems to alter the 
trend of the election. The ability for DDOS attack to be launched for a particular 
domain name can end the whole story of a voting process in quite a short time. 
Apparently the current implementation of raw sockets in windows XP has simple 
opened gates of possibilities for DDOS attacks. The experiences in 2003 of SCO 
going offline due to DDOS showed the world that more very sophisticated attacks 
that are not easy to filter can actually bring down a targeted network[10].
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Trust is still a very big problem in electronic voting software. Apart from 
trusting electronic voting software, the compilers that were used for these 
programs/systems also need to be trusted. Presence of a Trojan-horse in widely 
deployed systems can alter results of an election in favor of some candidates. Open 
source systems and public scrutiny of source code will help in buying voters’ trust 
in electronic systems. 

Using of security independent bodies like universities and accredited security 
organizations to perform source code analysis for vulnerabilities will enhance the 
quality of source code for mission critical systems. Most of the vulnerabilities in 
software also arise from poor programming principles which are rather difficult 
to completely eliminate for programming languages like C and C++. Using a 
type safe language like Java helps in avoiding buffer overflows that are common 
in C and C++ programming languages. As indicated in the software evaluation 
report by Kohno et al. [16], the choice of a programming language can either lead 
to an increase or decrease of vulnerabilities in a system. It is easier to unknowingly 
introduce a bug in a C or C++ program that could be easily exploited with a 
buffer overflow as compare to Java or a safe dialect of C like Cyclone [17]. 

Possibilities of coercing voters into choosing different candidates, most especially 
on Election Day is a big problem to remote e-voting. Additional issues of voters’ 
coercion, vote selling, vote solicitations that are discussed by Avi et al. [18] put 
remote e-voting into question, since these problems do not have solid solutions. 
As much as security and technological details of Internet voting systems can be 
perfected to an appreciatable degree, there is no clear solution as far as we know 
regarding vote selling if people are allowed to vote from home, or even coercion 
of a voter into choosing a candidate against one’s choice. There must be a trade-off 
in any voting protocol between security and simplicity of voting as discussed in 
[19, 20]. In order to ensure voter trust and legitimacy of election results, all levels 
of Internet voting process must be observable. Because fair elections and elections 
perceived to be fair, are important targets in any voting system. The use of open 
source systems can help in buying trust of citizens; since code reviewed publicly 
will most likely not have unfair operations. 

6. Conclusion
Our work has revealed that, public analysis of systems improves security and 
increases public confidence in the voting process. If the software is public, no 
one can insinuate that the voting system has unfairness built into the code. 
Proliferation of similarly programmed electronic voting systems can escalate 
further large scale manipulation of votes. It is very hard to guarantee security of 
a remote e-voting system, in an environment that cannot be explicitly controlled 
by the voting regulatory body. All technologies are useful only if they are used 
in the right way. In the AccuVote-TS voting system [15] provides a clue of how 
a poor usage of cryptography rendered a supposedly secure system to be flawed. 
Open source systems and peer reviews can help solve the problem. Independent 
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bodies study and evaluate systems for errors, security and design flaws. The 
technological advancements of e-commerce services that were never expected 
to be an on-line success, is a good indicator that in future we may have trusted 
remote voting systems. Using experimental prototypes in small election cycles 
will help in preparing e-voting for large scale public elections. The challenges that 
face Internet voting systems are not quite severe to prevent them from being used. 
Just like any other systems - even manual ones - that may have weakness and 
problems that need to be solved, Internet voting provides lots of more flexibility 
as compare to traditional methods of voting. The infrastructure is also relatively 
cheaper to maintain, considering that it is built upon existing systems that are used 
in everyday life of voters.

A desirable voting system should be accessible to all potential voters. In 
some societies like in the developing countries, not all voters have access to a 
computer and Internet. In fact a good number of them do not have knowledge 
of computer usage and the Internet. In such cases, the Internet can be used as an 
option to improve voter turnout. However, if the election is only facilitated by 
Internet voting, then the technology would end up becoming a barrier to voter 
participation.
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